


Controlling access
It was at this time that Quinn was introduced to DeviceWall from Centennial Software.
He downloaded the software and initially installed it on a small number of machines
within his department. After using DeviceWall for a month, it was clear that deploying
across the ever-growing network would be easy and the functionality gave him the
flexibility he need to match security with business productivity. 

DeviceWall enables organizations to secure the network against the risks presented by
portable storage devices by preventing the unauthorized local and wireless connection
of unwanted devices to company-owned PCs. The software makes it easy to create and
enforce a security policy that determines which employees in the company should be
able to access different types of device. 

“Within DeviceWall, we’ve created user groups based on the Active Directory user
information already set up for each employee – allowing us to automatically assign
different rights to appropriate employee groups.  And because each employee takes
their security rights with them wherever they go, we know that mobile staff working
remotely are just as secure as those inside the building,” continued Quinn. 

Each site took just a single day to install. “My biggest concern was how the users would
take to the new security measures,” said Quinn. “However, by using the configurable
dialogs within DeviceWall, combined with active user education on the security issues
we face as a company, the reaction has been very good.  It certainly helps that
DeviceWall makes it easy for administrators to grant temporary access rights to a user
who has a specific need to access a blocked device.”

Legitimate use
Quinn’s team had a few surprises as the roll-out progressed. For example, when they set
up the permissions at headquarters, the team soon received calls from the senior
executives asking why their PDAs would no longer synchronize. 

“The company had never sanctioned the use of PDAs, yet obviously their use was
already quite widespread.  Luckily, DeviceWall made it easy for us to set up a ‘senior
managers’ group and allow the appropriate people to access their PDAs – all within a
couple of minutes from receiving the first call,” said Quinn.

A major reason for choosing DeviceWall was the ability to avoid a blanket lockdown on
all portable devices.  Training staff, for example, are heavily reliant on using portable
storage devices to deliver training courses across the Group’s offices. 

“With trainers allocated to a group set up in DeviceWall, these individuals are able to
have access to the files they need to take on the road. This is cheaper and presents far
fewer risks than equipping the team with laptop computers,” said Quinn.

Likewise, the IT team at HSA can work on any PC in the company and use all the
connections they need to transfer data and software without having to give access to all
the users of that machine.

Completing the roll-out
Looking forward, Quinn is eager to implement some of the latest DeviceWall features,
including the ability to remotely monitor all types of device connection across the HSA
network.

“Although HSA had never suffered a security breach where customer data had been
stolen, I wasn’t prepared to gamble that it wouldn’t happen in the future,” concluded
Quinn. “DeviceWall has provided us with an easy, low-cost way to prevent the
unauthorized use of portable storage devices by computer users, and thus avoid a
potentially crippling security breach.”
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