Data Sheet: Endpoint Security

Symantec” On-Demand Protection for Outlook™ Web Access

Helps prevent data loss due to Web-based access to corporate email

Overview

Symantec On-Demand Protection for Outlook Web Access
helps to prevent the exposure and loss of sensitive data
that resides in corporate email, sensitive data that resides
in corporate email, such as company financials, customer
information, and intellectual property. Symantec
On-Demand Protection for Outlook Web Access helps
eliminate the risks associated with delivering corporate
email data to unmanaged computers by delivering

a Symantec™ On-Demand Agent that provides integrated
endpoint security technologies to help ensure compliance
with security policies, prevent unauthorized data transfer,

and protect confidential information.

e Provides protection from viruses and worms by
enforcing antivirus and personal firewalls via Host

Integrity policy checks

» Lowers total cost of ownership by delivering endpoint
protection on-demand via the existing Outlook Web

Access infrastructure

Key benefits
» Helps to prevent data from being stolen or left behind

on unmanaged computers

e Helps protect customer, employee, and corporate email

data that is accessed via Outlook Web Access
e Helps ensure endpoint compliance on unmanaged devices

* Helps protect confidential data by creating a secure
environment that provides encryption and file deletion

upon session termination

e Helps prevent network downtime caused by the
propagation of malicious code in the corporate network

by unmanaged devices
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Key features
 Virtual desktop—Data protection via virtualization and
encryption of the downloaded email data, combined with

restricted system access

* Host integrity—Predefined checks for antivirus, personal
firewalls and service packs; custom checks for process,
registry key, file, and operating system to help ensure

compliance with endpoint security policies

¢ Malicious code prevention—Detection and prevention
of keyloggers, screen scrapers, and account creation
via behavioral and signature-based engine to protect

end-user credentials

e Cache cleaner—Data sanitization via deletion of
browser history, and information download via Outlook

Web Access

¢ Connection control—Outbound connection blocking

from endpoint based on domain/URL, IP, or port

e Adaptive policies—Location switching based on endpoint

parameters such as IP range, registry key, DNS, and others
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Example scenarios
e End user using Outlook Web Access at a hotel

business center

e End user using Outlook Web Access from a

personal home computer

System requirements
Symantec™ On-Demand Agent
 Virtual desktop, connection control, and malicious

code prevention

- Operating system: Windows Vista™ 32-bit, Windows®
Server 2003, Windows 2000 Professional, Windows
2000 Server, Windows XP

e Host integrity

- Operating system: Windows Vista 32-bit, Windows
Server 2003, Windows 2000 Professional, Windows
2000 Server, Windows XP, Windows Server 2003

e Cache Cleaner

- Operating System: Windows Vista 32-bit, Windows
Server 2003, Windows 2000 Professional, Windows
2000 Server, Windows XP, Mac 0S® X 10.3.9 or 10.4.9,
Red Hat® Linux® 9.0, Red Hat Enterprise Server 3

- Browser: Microsoft® Internet Explorer 6.0 or 7.0,
Netscape 6.0 or 7.0, Opera 7 or later, Firefox 1.5 or
2.0, Safari 1.2 or 2.0, Mozilla1.40r 1.7

, symantec.

Symantec On-Demand Manager

e Operating system: Windows Vista 32-bit, Windows Server
2003, Windows 2000 Professional, Windows 2000 Server,
Windows XP

More information
Visit our Web site

www.symantec.com/endpoint

To speak with a Product Specialist in the U.S.
Call toll-free 1 (800) 745 6054

To speak with a Product Specialist outside the U.S.
For specific country offices and contact numbers, please

visit our Web site.

About Symantec

Symantec is a global leader in infrastructure software,
enabling businesses and consumers to have confidence
in a connected world. The company helps customers
protect their infrastructure, information, and interactions
by delivering software and services that address risks

to security, availability, compliance, and performance.
Headquartered in Cupertino, Calif., Symantec has
operations in 40 countries. More information is available

at www.symantec.com.

Symantec World Headquarters
20330 Stevens Creek Boulevard
Cupertino, CA 95014 USA

+1 (408) 517 8000

1(800) 721 3934

www.symantec.com
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