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The Nature of Commercial Operating Systems

The Microsoft Windows Vista operating system represents a new direction for Microsoft, and it is
signi cantly different from previous versions of Windows. There are some areas where Vista has done
well in bringing security and added functionality into the mix, and there are some areas that need
improvement. But, any commercial operating system, from Microsoft or any other vendor, is never
secure enough on its own.

There is no such thing as a perfect commercial operating system. To think that Vista, or any other
commercial operating system from Microsoft or any other vendor would be completely bulletproof
would be awed logic. Microsoft has focused heavily on security in its Vista release, and that is a
positive for users. However, there are many complaints about Vista s security, and many users, bloggers,
and armchair industry observers are quick to point out that Vista still has security aws. The fallacy

of their argument is that they assume that it would be possible for Vista to have none, and that is
incorrect. Of course, Vista has aws, and within this paper, we will look at some of them, and how to
improve on them by running Vista with gateway security and a uni ed threat management platform
based on a Secure Computing™ security appliance that runs on a separate, hardened, and unbreakable
operating system.

With more than 50 million lines of code contained in Windows Vista, security vulnerabilities are
inevitable, regardless of how thorough Microsoft may have been. In fact, if a commercial operating
system were completely bulletproof and absolutely secure, it would probably be unusable to most
consumers.

The very nature of aws and vulnerabilities is that in many cases, they are completely unpredictable
until they have been exploited. There should therefore be two central focuses in achieving security:
First, to create a more secure operating system. To set out to create a completely awless and
impenetrable operating system with any signi cant functionality, is of course, impossible but the OS
vendor should, at the very least, place great emphasis on security and strive to achieve the greatest
level possible. In addition to that, issue regular security patches to address aws and vulnerabilities that
could not have been foreseen in the original design. This rst focus is the domain of the OS vendor,
and Microsoft, despite some criticisms and existing vulnerabilities, has at least succeeded in bringing
security to the forefront. Compared with other commercial operating systems, Windows Vista has an
advantage in some areas, while competing systems retain an advantage in others. That is not to say you
should not purchase Vista; in fact there are many advantages that the OS delivers, and despite some
high-pro le security criticisms, the OS still has several useful security-related innovations. Yes, there are
vulnerabilities and security holes, but still, Vista represents a major step forward over previous versions
in regards to security. Use it, but use it with caution as you would any OS, and do not expect the
Windows Vista security features to provide you with all the security you need.

The second focus is on creating a security infrastructure that can work with the operating system, made
up of specialized security products, including dedicated security appliances, authentication devices, and
software that includes URL Iters, anti-virus, anti-spam, anti-spyware, and global reputation engines.
This second focus is the domain of the security vendor. The most ideal approach then, is not to look
exclusively to the OS for security, no matter how secure that OS claims to be; but rather, to take
advantage of the security of the OS while at the same time putting together an integrated security
infrastructure built with products from vendors who specialize in security. Deploy Windows Vista to

get the latest features available, and to enjoy the new focus on security that Microsoft has initiated.

But don t expect Vista to be a perfect security platform, as it is not, and was not meant to be a security
platform. Itis, rst and foremost, a commercial operating system, and must be used with other security
tools to be most effective.

Windows Vista Raising the Bar

Vista is said to represent a philosophical change at Microsoft with the adoption of defense-in-

depth, multilayer security, and the principle of least privilege; in addition to revising their product
development process to incorporate security improvement to a greater degree. Compared with other
Windows operating systems, Vista is the most secure to date. While some of the security improvements
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